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CASE STUDIES: LEARNING FROM THE SUCCESS OF OTHERS 

RIPPED FROM THE HEADLINES: CASE STUDIES OF MAJOR EMBEZZLEMENTS 

 

What can we, as a fraud-fighting community, learn from recent major embezzlement cases? 

In this session you will dissect several cases to understand who committed the fraud, how it 

occurred, and why it wasn’t identified until it was too late. You will walk out with a better 

understanding of embezzlement as well as ideas for how to prevent and detect these schemes 

within your own organization. 
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NOTES 
Session Agenda 

 Ripped from the headlines—the details behind some 

recent major embezzlement cases: 

 Who was the perpetrator? 

 What did they do? 

 How did they do it? 

 Why didn’t they get caught sooner? 

 Facts and figures 

 Preventing and detecting the most common major 

embezzlement schemes 

 

Setting Expectations 

 Your thoughts will be provoked. 

 You will take away at least one new idea. 

 You will walk out thinking differently. 

 

Sue Sachdeva 

Koss: 

 Designs, manufactures, and sells stereo headphones 

and related accessories 

 Public company—NASDAQ 

 Headquarters—Milwaukee, WI 

 65 to 100 employees plus temporary personnel 

 ~ $40 million in sales 

 

Sachdeva: 

 Worked at Koss from 1992 to 2009 

 Principal Accounting Officer, Secretary, VP of 

Finance ~ $173k to $200k a year 

 July 2010—Pleaded guilty to embezzling $34 

million and directing others to conceal it 

 November 2010—Sentenced to 11 years in federal 

prison and $34 million in restitution 

 

1997 to 12/15/09 [$34m from 2004] 

 Oniomania 
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 Koss Controls: 

 30-year-old accounting system—no audit trail 

 CFO—degree in anthropology 

 TRUST—No real oversight 

 Easily bypassed cash controls—poor SODs, 

bank recs, etc. 

 Inadequate controls over financial reporting 

 Weak, stagnant board 

 Alleged collusion: 

 Sr. Accountant—Julie Mulvaney 

 Jr. Accountant—Tracy Malone 

 

12/15/09 

 American Express calls Michael Koss, CEO, CFO, 

COO, Vice Chairman, President 

 From 9/4/09 to 12/15/09, six wire transfers from 

Koss to pay Sachdeva’s personal American Express 

credit card bill 

 

12/15/09 to 12/21/09 

 Koss contacts FBI 

 Sachdeva admits embezzling money from Koss 

 FBI seize more than 22,000 items from Sachdeva’s 

home and other locations 

 

Sue Sachdeva: How Did She Do it? 

 More than 500 fraudulent cashier’s checks totaling > 

$15 million: 

 From FY 2005 to termination in FY 2010 averaged 

$2.3 million per year 

 About $10 million went to AMEX to pay her credit 

card bills 

 Made direct payments to retailers hiding the names 

by using acronyms (Saks Fifth Avenue = S.F.A., 

Neiman Marcus = N.M., Holtzman Furs = H. Inc., 

Zuckerman Jewelers = A.Z Inc.) 
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 More than 200 fraudulent wire transfers totaling > $16 

million: 

 FY 2008 > $1.3 million 

 FY 2009 > $7 million and FY 2010 $7.8 million 

 Hundreds of thousands of dollars of unauthorized 

payments from petty cash—issued company checks to 

“petty cash” and directed employees to negotiate them 

for cash  

 Issued manual checks from the company bank accounts 

to make other unauthorized payments 

 Fraudulently converted traveler’s checks for her 

personal use and the personal use of others 

 Used Mulvaney to help cover it all up: 

 Second in seniority to Sachdeva: 2001–January 

2010 

 Responsible for: 

 Making journal entries 

 Reconciling bank statements and A/R 

 Ordering cashier’s checks 

 Processing wire transfers 

 Checking daily bank account balances 

 Mulvaney made fraudulent “top-side” journal 

entries that looked like account reclassifications: 

 Balance sheet adjustments that would overstate 

assets and understate liabilities: First 2 Qtrs. FY 

2010 > $7.5 million 

 Income statement adjustments that would 

understate sales and overstate the cost of sales: 

FY 2004 to Q2 FY 2010 > $9.5 million 

 Mulvaney maintained a set of binders called “The 

Red Book” that detailed a number of fraudulent 

journal entries: 

 Handwritten in Mulvaney’s handwriting and 

marked “ENTERED” 

 Approved by Mulvaney as indicated by her 

initials 
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 Printouts from the G/L “The Journal Entry 

Detail Report” to prove they were entered into 

the system 

 No supporting documentation, no legitimate 

explanation 

 Mulvaney also maintained over 100 fraudulent 

entries in “The Rainbow Files”: 

 Seven folders: 1995–2000, 2004, 2005, 2006, 

2007, 2008 

  They reflected a scheme to conceal the receipt 

of funds—they called it a “DC Wipe”: 

 Certain sales to customers and the receipt of 

cash never took place 

 February 2008 an overseas customer 

payment came in via wire for $98,645.28—

she reduced the cash account and balanced 

the transaction by reducing five separate 

sales accounts totaling the same amount 

 They never recorded Internet or outlet sales—FY 

2006 through Q2 FY 2010 = $1.8 million 

 Mulvaney prepared at least one fraudulent bank 

statement in July 2006—deleting six entries totaling 

$231,130.23 

 

Sue Sachdeva: Where Were the Auditors? 

 Each year Sachdeva would review Koss’s cash position 

a few weeks before they came—she assumed the 

difference was because of her theft. Mulvaney, “Let me 

look at everything and get back to you, and don’t 

worry.” 

 Sachdeva has said that GT used Koss as a training 

ground for new auditors because Koss was so well run. 

 “The company [Koss] did not engage Grant Thornton 

LLP to conduct an audit or evaluation of internal 

controls over financial reporting. Establishing and 

maintaining effective internal control is management’s 

and the board’s responsibility.” 
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Gary Foster 

 Worked at Citigroup from 1999 until January 2011 

(quit not fired) 

 VP, Internal Treasury Finance Dept: <$100,000 a year 

 September 2011—Pleaded guilty to embezzling $22 

million from 2003 to April 2010 

 Out on $800,000 bail—facing up to 30 Years 

 

Gary Foster: What Did He Do with the Money? 

 Funded a lavish lifestyle 

 Spent hundreds of thousands on cars and hired a 

chauffeur to drive him (Ferrari, Maserati Gran Turismo, 

BMW 550i.) 

 Traveled to Thailand—but returned to turn himself 

in…. 

 Six properties: 

 An apartment in Manhattan’s Rockefeller Center 

 A $3 million mansion in NJ  

 A $920,000 condo in NJ with floor to ceiling views, 

featured in a local news outlet 

 $1.35 million house in NJ  

 Two luxury apartments in Jersey City, NJ 

  

Gary Foster: So What Happened? 

 Supervised the derivatives unit—the role of the 

department was: 

 To manage internal investments 

 To fund loans and other business transactions inside 

Citigroup by processing wire transactions between 

Citigroup entities 

 From 2003 through December 2010 he wired > $22 

million from Citigroup’s accounts to his personal bank 

account at Chase: 

 $19 million occurred between May 2009 and 

December 2010 
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 He would make fraudulent entries to move money 

from various Citigroup accounts into Citigroup’s 

“cash” account and then he would wire the money 

from Citigroup’s cash account to his personal Chase 

account 

 Between July 2010 and December 2010 he moved 

$900,000 from an “interest expense” account to the 

cash account and $14.4 million from a “debt 

adjustment” account to the cash account 

 He used eight separate wire transfers to wire the money 

into his personal account: 

 Foster was listed as the point of contact on all of the 

wire transfers to his personal account 

 He put a fraudulent contract or deal number in the 

reference line of the wire transfer instructions to 

make them look legitimate 

 One as big as $3.9 million 

 Internal auditors found the eight wires from Citigroup 

to Chase for $19 million between 5/09 and 12/10 

 He admitted to the other $3 million  

 

Stephen Greb 

 Worked at LaSalle University for 25 years—1984 to 

June 2010 (private Catholic university in PA) 

 Head of Food Services, promoted in 2006 Dir. 

Auxiliary Svcs.: ~ $120,000 per year 

 January 2011—Pleaded guilty to embezzling $5.6 

million from 1990 to June 2010 

 February 2011—Sentenced to 4.5 to 9.25 years and 

restitution 

 

Stephen Greb: So What Happened? 

 In 1990 he set up a fictitious vendor, Sunshine Foods, 

and submitted $5.6 million in fraudulent invoices over 

20 years—between 1996 and 2010 he submitted about 

2,800 invoices 
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 A simple clerical error did him in: 

 Greb accidently used the same invoice number on 

two fake bills from Sunshine Foods; the last one 

was for $40,000 

 The A/P system detected it and the A/P clerk tried 

to contact the company—Greb posed as “Scott 

McLean”—but the clerk was suspicious  

 When they investigated they found a file on his 

work computer titled “Sfnest egg till 65”—the plan 

was to continue to steal hundreds of thousands a 

year until retirement 

 

Marquet 2011 Report on Major Embezzlement 

 http://fraudtalk.blogspot.com/ 

 Annual compilation of U.S. embezzlements >$100k 

that came to light or were active in the judiciary process 

during the year 

 Analysis of four years: 

 Major embezzlers begin their schemes in their early 

40s  

 The average major embezzlement spans a 4.7-year 

period 

 By a significant margin, embezzlers are most likely 

to be individuals who hold bookkeeping or finance 

positions (66.7% of all cases) 

 Women are more likely to embezzle than men 

(63.8% vs. 36.2%) 

 Men embezzle significantly more than women ($1.7 

million vs. $800,000 on average) 

 About 5 percent of major embezzlers have prior 

criminal histories 

 

Things to Consider About Embezzlement 

Are we good at focusing on the things that are most 

obvious to do? 

http://fraudtalk.blogspot.com/
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 Promoting and analyzing hotline systems with no 

retaliation 

 Paying close attention to those who have access to the 

cash: 

 Is there anyone in the company who can take 

money (any amount) and get away with it? 

 Are they all subject to background checks on a 

regular basis (including C-suites?)? Credit checks 

(if permissible in your state)? 

 Being aware of fraud risk behaviors such as arrogance, 

bullying, controlling, big ego, omnipotence, boastful, 

larger than life 

 Being aware of people who exhibit a recent change in 

lifestyle 

 Being aware of the individuals who are the most trusted 

 Knowing the fraud risk in the environment and 

planning for it: 

 Leadership capability 

 Little focus or promotion of good internal controls 

 Pressure to reduce audit scopes or fees 

 Reduction of or no investment in internal audit 

 Quality of relationship with the external auditor—

too cozy? 

 Do people get away with doing bad things? 

 Being unpredictable 

 Trusting your gut—not rationalizing the red flags 

 Are you myopic? 

 

Forged Checks and Vendor Fraud 

 Are there high-quality vendor setup procedures with 

real checks and balances for vendor validity? 

 No one person can request a new vendor setup with 

no additional approval and then request/authorize 

payment to that vendor 

 Completeness of information and some verification 

procedures: 
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 D&B and/or Internet verification 

 Calling the telephone number 

 Use audit software to look for: 

 Different vendors with the same address and/or tax 

ID # 

 Vendors with the same address as an employee 

and/or SS#/tax ID 

 Vendors with generic names and/or acronyms 

 Vendors that submit sequential or close to 

sequential invoice numbers 

 Physically look at canceled checks for a period of time 

and flip through them all looking for things like: 

 Altered payees 

 Generic payee names 

 Double endorsements 

 Several different vendors deposited into the same 

banking institution 

 Endorsements for different payees that look similar 

 Checks written to cash 

 PO Boxes if you have visibility to addresses 

 Handwritten vs. stamped endorsements 

 

Credit Cards and Reimbursements 

 Discretionary spending reviews can be powerful; bad 

people don’t focus much on hiding the small stuff are 

you looking for it—let it lead you to the bigger things: 

 “Is there anyone who has activity that seems 

unusual?” 

 “Is there anyone who appears to be taking 

advantage of the company?” 

 Use audit software to triangulate T&E, A/P, and direct 

paid company credit cards (p-cards)—look for: 

 Vendors that don’t appear to valid business vendors 

 Duplicate payments across the systems from the 

same individual 
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 Duplicate payments across the systems from 

different individuals 

 Unusual combined transaction profiles (frequency, 

amounts, values of cents, vendors, places) 

 Transactions that are odd (day, time, rate, etc.) 

 

Wire Transfers 

 Find out what “normal” activity is to enable you to 

really identify what might be suspicious: 

 What kinds of routine transactions are typically 

handled through the process? Are any types of 

transactions excluded? 

 What types of non-routine transactions are handled 

by the process? 

 How many transactions are typically processed per 

year/month/day?  

 What is the typical range in value for a wire 

transfer?  

 Ask multiple people. 

 Scrutinize the “actual” segregation of duties over the 

process: 

 Can anyone initiate a wire transfer without anyone 

paying attention to it? 

 Can someone generate journal entries that could 

cover up a fraud?  

 Use an audit software package to help you analyze the 

transaction activity: 

 Corroborate the “normal” activity and isolate 

potentially suspicious activity—frequency, person, 

receiving bank  

 Look for trends and identify outliers—big/small, 

frequent/infrequent 

 Identify transactions that were initiated at odd 

times—weekends, nights, holidays 

 Look at backup to identify unusual activity: 
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 Flip through a population for a complete time 

period (week, month, year)—does anything stand 

out (quality, submitter, descriptions)? 

 Select a sample from the transaction activity—

big/small, frequent, infrequent—Who initiates? 

Who approves? Does it make sense? 

 

Journal Entries 

 Scrutinize “top side” journal entries, account 

reclassifications, and/or manual journal entries: 

 Is there good backup and does the entry make 

sense? 

 Who is initiating, approving, and booking the entry? 

 Do the accounts that the entry is hitting make 

logical sense? 

 Use audit software to analyze trends and patterns of 

JEs: 

 Trend activity patterns (year by month, month by 

day, by person)—does the rate make sense? 

 Look for activity on nights, weekends, holidays, 

near a period close (month-, quarter-, year-end), 

close to when auditors are coming in (internal and 

external) 

 Unexpected activity (too much, too little, unusual 

reduction or addition)  

 Pre- or post-closing entries that contain round 

numbers or a consistent end number as other entries 

made in a similar time frame 

 Entries where the DR and CR are made to 

seemingly unrelated accounts 

 

Payroll Fraud 

 Use an audit software package to help you analyze the 

transaction activity: 

 Specific activity of those who process payroll!! 

 People with the same last name and/or same address 
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 Different people with the same SS#, bank accounts 

for direct deposit 

 Trending of new hires and terminations, 

compensation rates 

 Average number of employees at a location 

(compared to similar trends)  

 Multiple pay raises and/or off-cycle checks or two 

checks in one period 

 Look for ghosts: 

 No deductions for taxes or SS, no voluntary 

deductions (insurance, 401k, etc.), and/or high 

withholding allowance that would minimize income 

tax withholding 

 Missing information and/or no salary adjustments 

 

 

 

 


