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OCCUPATIONAL FRAUD IN GOVERNMENT AND  

STEPS TO PREVENT AND DETECT IT 
 

This session will explore government fraud risks as well as common areas of abuse and 

corresponding red flags. It will also provide ideas on how to best prevent and detect fraud in 

government, and share steps that organizational management can take to protect against fraud. 

Finally, it will cover the conclusions and recommendations from the 2014 ACFE Report to the 

Nations on Occupational Fraud and Abuse and discuss the impact of fraud on government and 

what we can do establish controls to prevent and detect fraud. 

You will learn how to: 

 Identify fraud red flags for government. 

 Recognize common areas of abuse in government. 

 Use fraud protection tools. 
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Largest Municipal Fraud in U.S. History 

The largest municipal fraud in U.S. history occurred in 

Dixon, Illinois. The perpetrator was longtime City 

Comptroller Rita Crundwell, who stole more than $53 

million from 1990 to 2012. She used the funds to pay for 

her personal and private business expenses, including: 

 Horse farming and ranching operations and shows 

 Personal credit cards 

 Trips 

 Real estate 

 Vehicles 

 

Here are some quick facts about Dixon: 

 City of 15,000 residents, south of Chicago 

 Home of Ronald Reagan 

 Annual city budget $8–9 million 

 

To put things in perspective, the FBI provided some 

interesting information. During the five months ending in 

February 2012, the comptroller stole $3.2 million when the 

police expenditures were only $1.1 million. 

 

The comptroller was able to commit the fraud due to a lack 

of segregation of duties along with minimal oversight and 

small-town trust. She opened a secret bank account and 

transferred in city funds from other accounts. She fooled 

the auditors by creating fictitious invoices from the State of 

Illinois. 

 

The fraud was detected when the comptroller took 12 

weeks of approved vacation and an interim replacement 

filled in. The interim replacement received bank account 

statements and determined that some transactions had 

nothing to do with city business. The interim replacement 

went to the mayor, who contacted the FBI. 
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The warning signs were all there, including the lack of 

segregation of duties and the comptroller’s lifestyle with 

expensive clothes, jewelry, and cars along with horse 

ranching, shows, and trips. 

 

In the end, the comptroller received 20 years in prison and 

her assets were sold off. The City of Dixon received the 

proceeds from the sale of her assets and recovered $40 

million from a lawsuit against the auditors and the bank. 

 

The City of Dixon learned several lessons from this fraud 

and has now implemented the following controls: 

 Segregation of duties 

 New bank accounts approved by the mayor and council 

 Two responsible members of management approve all 

invoices 

 Payments exceeding a certain amount require two 

signatures 

 City council reviews and approves all fund transfers 

 Mayor and council review and discuss financial reports 

and audits 

 Anti-fraud orientation for all new employees 

 Mandatory annual fraud reorientation for all employees 

 Anonymous fraud hotline 

 Mandatory job rotation 

 Mandatory annual vacations 

 Surprise audits 

 

What Is Occupational Fraud? 

Per the ACFE, occupational fraud is the use of one’s 

occupation for personal enrichment through the deliberate 

misuse or application of the employing organization’s 

resources or assets. There are three general categories of 

fraud: 

 Asset misappropriation 

 Corruption 
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 Financial statement fraud  

 

Asset misappropriation occurs when an employee steals or 

misuses an organization’s resources. Some examples 

include: 

 Clerk stealing cash receipts 

 Payroll clerk creating a ghost employee 

 Purchasing clerk creating a fictitious vendor and false 

invoice 

 Street department personnel “borrowing” equipment 

 City manager purchasing personal items on the city 

credit card 

 

Corruption occurs when employees use their influence in 

business transactions in a way that violates their duty to the 

employer to obtain benefits for themselves or someone 

else. Some examples include: 

 City council member trading votes for personal favors 

 Purchasing department manager awarding a city 

contract to a vendor for a kickback 

 Human resources director hiring unqualified “friends” 

to fill positions 

 

Financial statement fraud is the intentional misstatement or 

omission of material information in the organization’s 

financial reports. Some examples include: 

 Inflating city revenues on the consolidated annual 

financial report 

 Forcing actual expenditures to match budget by moving 

expenses between accounts 

 Improperly accounting for grant receipts and 

expenditures 

 

2014 ACFE Global Fraud Study: Summary of Findings 

Every two years, the ACFE conducts a global fraud study. 

The latest report on the study was released in 2014. Below 
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is a summary of the findings from the ACFE’s 2014 Report 

to the Nations on Occupational Fraud and Abuse: 

 A typical organization loses 5 percent of annual 

revenue to fraud; applied to 2013 Gross World Product 

translates to potential fraud loss of more than $3.7 

trillion annually. 

 The median loss in the study was $145,000 with more 

than 22 percent of the cases involving losses more than 

$1 million. 

 Frauds lasted a median of 18 months. 

 Asset misappropriation schemes (fraudulent 

disbursements, theft of cash receipts, and other asset 

misappropriations) were the most common form of 

fraud, representing 85 percent of the cases. They were 

the least costly, with a median loss of $130,000. 

 Financial statement fraud schemes were the least 

common form of fraud, representing 9 percent of the 

cases; however, they were the most costly, at a median 

loss of $1 million. 

 Corruption schemes fell in the middle, comprising just 

over 37 percent of cases and causing a median loss of 

$200,000. 

 Occupational frauds are most likely to be detected by 

tips (40%), followed by management review (15%) and 

internal audit (14%). 

 Small organizations are disproportionately victimized 

by occupational fraud. 

 Government and public administration was one of the 

most commonly victimized industries. 

 Anti-fraud controls appear to help reduce the cost and 

duration of occupational fraud schemes. 

 High-level perpetrators cause the greatest damage to 

their organizations. 

 77 percent of frauds were committed by individuals in 

one of seven departments: 

 Accounting 
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 Operations 

 Sales 

 Executive and upper management 

 Customer service 

 Purchasing 

 Finance 

 More than 85 percent of fraudsters had never been 

previously charged or convicted for a fraud-related 

offense. 

 Fraud perpetrators often display warning signs—most 

common behavioral red flag reported in the survey were 

perpetrators living beyond their means (36%) and 

experiencing financial difficulty (27%). 

 Nearly half of victim organizations do not recover any 

losses that they suffer due to fraud. 

 

Fraud Red Flags 

In order to understand fraud, it is critical that we 

understand the indicators or red flags of fraud. The diagram 

below is the fraud triangle, and it represents factors that 

lead to fraud. 
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Pressure is a need the fraudster is trying to satisfy. Pressure 

red flags include: 

 High personal debts 

 Living beyond their means 

 Medical expenses 

 Excessive investment speculation 

 Excessive gambling 

 Substance abuse 

 Extra-marital affairs 

 Job frustration 

 Resentment of superiors 

 

Opportunity is the ability to commit the fraud. 

Organizational management can influence this 

characteristic the most by implementing strong internal 

controls that avoid putting employees in positions to 

commit fraud and that detect fraudulent activities if they 

occur. Opportunity red flags include: 

 Inadequate internal controls 

 Too “cozy” with suppliers 

 Annual vacation or sick days not taken 

 Weak management or excessive turnover 

 Ineffective or no internal audit 

 No rotation of job duties among employees 

 Procedures not well understood/always in crisis mode 

 Large amounts of cash on hand or processed 

 

Rationalization is the ability to justify the fraud. 

Rationalization red flags include: 

 Not compensated fairly 

 No recent raises or cost-of-living adjustments 

 Everyone else does it 

 Intended to pay it back 

 Needed the money 

 Felt cheated and wanted revenge 

 Bribe or kickback too tempting 
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Research has shown that the typical fraudster is a well-

educated, middle-aged man who has been employed by the 

organization for a number of years and is in a position of 

trust. He is usually a member of management working in 

the financial department. He is typically driven by money 

and opportunity. While this might be true for most 

industries, my experience has shown that there is no typical 

profile in government.  

 

Common Areas of Abuse in Government 

In government, most fraud schemes fall into one of the six 

schemes noted below: 

 Skimming 

 Check tampering  

 Billing schemes 

 Fraudulent expense reimbursement 

 Payroll fraud 

 Bribery and conflicts of interest 

 

Skimming occurs when an employee steals cash from the 

employer before it is recorded on the employer’s books and 

records. Skimming typically occurs when an employee has 

access to customer payments and directs intercepted 

receipts to personal accounts. Skimming can be prevented 

and detected by:  

 Segregating cash receipts and accounting responsibility 

 Issuing receipts 

 Tracking receipts in the system and reconciling daily 

 Conducting surprise cash counts 

 Using cameras in cash-handling areas 

 

Check tampering is any scheme in which an employee 

steals employer’s funds by forging or altering a check on 

the employer’s bank account or stealing a check the 

organization legitimately issued to another payee. Check 

tampering can be prevented and detected by: 
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 Locking check stock in a secure location to ensure 

blank checks are not accessible to potential fraudsters 

 Mailing checks immediately after signing to reduce the 

risk of legitimate checks being stolen 

 Implementing positive pay with the bank 

 Regularly conducting bank reconciliations 

 

Billing schemes occur when an employee submits a false 

invoice or alters an existing one, thus causing the employer 

to willingly (but unknowingly) issue a check for false 

expenses. Billing schemes can be prevented and detected 

by: 

 Prior to authorizing payment, checking invoices for 

validity of the vendor, validity of the goods or services 

invoiced, accuracy, and authenticity 

 Prior to processing payment, checking invoices for 

proper authorization, accuracy and authenticity 

 Strictly controlling access to vendor master data 

 Conducting regular vendor-master-file analysis 

 

Fraudulent expense reimbursement schemes occur when an 

employee submits false expenses in the hope of being 

reimbursed. Fraudulent expense reimbursements can be 

prevented and detected by: 

 Implementing an expense-reimbursement policy 

 Requiring original itemized receipts 

 Scrutinizing receipts for alterations or forgeries 

 Not accepting airline itineraries, credit card statements, 

and so on, as proof of payment unless approved by a 

supervisor 

 Immediately reviewing and processing all approved 

expense reimbursements 

 Using a specific credit card for all business expenses, 

receiving this information electronically from the credit 

card company, and requiring electronic filing of 

expense reports by employees (to minimize the 
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possibility of fraud, and, if fraud is occurring, to 

provide an easier means to identify it) 

 

Payroll fraud occurs when an employee submits false 

documentation in an effort to inflate wages or salary. This 

can occur through falsified hours and salary or with the 

creation of a ghost employee. Such documentation prompts 

the organization to unknowingly disburse funds to the 

perpetrator. Payroll fraud can be prevented and detected by: 

 Reviewing all timecards for validity and accuracy 

 Once submitted for approval, never allowing employees 

access to their timecard again 

 Supervisory authorization of all overtime hours 

 If employees use a time clock to “punch in” and “punch 

out,” requiring that they do so when they arrive for 

work, take breaks, go to lunch, leave for the day, etc.  

 Monitoring employees to ensure one employee is not 

punching out for another 

 Strictly controlling access to payroll master data 

 

Bribery and conflict of interest schemes involve the 

employee’s use of his or her influence in transactions in a 

way that violates duty to the employer for the purpose of 

obtaining a benefit for themselves or someone else. These 

schemes usually involve the collusion of at least two 

parties. Bribery and conflict of interest schemes can be 

prevented and detected by: 

 Publicizing and communicating the fraud hotline 

 Implementing a strong ethics and conflict of interest 

policy 

 Requiring reporting of potential conflicts of interest 

 Limiting gifts from vendors and contractors 

 Developing and following a well-defined procurement 

process 

 Rotating buyers 

 Conducting contract audits 
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7 Keys to Fraud Prevention and Detection 

 

 
 

 

Anti-Fraud Culture 

It is critical that management establish an anti-fraud 

culture within the organization. Critical components of 

this anti-fraud culture include: 

 Setting the tone at the top and leading by 

example—This is the responsibility of all elected 

officials, officers, directors, and management who 

should behave ethically and openly communicate 

these expectations to employees. All employees 

should be treated equally and there should be zero 

tolerance for exceptions. 

 Creating a positive workplace environment—

Management should focus on employee morale and 

empower employees to make the right decisions. A 

key to morale is open and honest communication. 

 Hiring and promoting appropriate employees—

Background investigations should be conducted 

before hiring or promoting personnel. The 

investigation should include a review for criminal 



OCCUPATIONAL FRAUD IN GOVERNMENT AND STEPS TO PREVENT AND DETECT IT  

26
th

 Annual ACFE Fraud Conference and Exhibition 
©2015 11 

NOTES 
activity and a check on the candidate’s education, 

employment history, and references. After hiring, 

continuous and objective evaluations of compliance 

with entity values should be conducted regularly. 

Any violations noted should be addressed 

immediately. 

 Implementing a code of conduct—The code of 

conduct should be formalized and founded on 

integrity. It should define acceptable employee 

behavior. The code of conduct should be 

communicated regularly to all employees, and all 

employees should be held accountable for 

compliance with the code of conduct. 

 Taking disciplinary actions when necessary—

Disciplinary actions should be appropriate and 

consistent with code of conduct and related policies. 

The consequences of violating the code of conduct 

and committing fraud should be clearly 

communicated throughout the organization. 

Disciplinary action should send a strong message 

that fraud will not be tolerated. 

 Establishing an oversight process—An oversight 

process should be instituted to monitor the anti-

fraud culture at the organization. Responsible 

parties include: 

 Elected officials, audit committee, or board of 

directors should evaluate management’s tone at 

the top along with how management identifies 

fraud risks and implements anti-fraud controls. 

They should ensure that management 

implements anti-fraud measures and consider 

the potential for management override of 

controls. 

 Management should direct, implement, and 

monitor anti-fraud controls. It should set the 
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ethical tone for the organization and train 

employees accordingly. 

 The internal auditors should identify fraud 

indicators, assess fraud risks, evaluate anti-fraud 

controls, and recommend actions to mitigate 

risks. They should also investigate potential 

frauds. 

 

Fraud Policy 

A fraud policy should be developed to demonstrate the 

organization’s commitment to combatting fraud. It 

should be reviewed and updated regularly. The policy 

should apply to all elected officials, directors, 

management, employees, consultants, contractors, and 

vendors. It should be signed and agreed to by the 

highest levels of the organization. The fraud policy 

should include: 

 Statement of the organization’s position on fraud 

 Scope of the policy—who does it apply to 

 Management’s responsibility for prevention and 

detection of fraud 

 Definition of fraud 

 Actions constituting fraud 

 Fraud reporting processes and procedures 

 Fraud investigation processes and procedures 

 Unit responsible for administration of the policy 

and investigating fraud allegations 

 Statement on anonymity or confidentiality 

 Consequences 

 

The ACFE provides a good example of a fraud policy 

here. 

 

Fraud Awareness and Training 

All new employees should be trained at the time of their 

hiring on the code of conduct and fraud policy. In 

http://www.acfe.com/uploadedFiles/ACFE_Website/Content/documents/Sample_Fraud_Policy.pdf
http://www.acfe.com/uploadedFiles/ACFE_Website/Content/documents/Sample_Fraud_Policy.pdf
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addition, refresher training should take place for all 

employees periodically. Training should include: 

 Employees’ duty to communicate certain matters 

 A list of the types of matters to be communicated 

along with examples 

 How to communicate those matters 

 Affirmation from senior management regarding 

employee expectations and communication 

responsibilities 

 

Hotline 

A fraud hotline should be established to enable 

employees, vendors, customers, and others to 

communicate concerns about known or suspected 

wrongdoing. The hotline should be accessible through 

telephone, email, and Internet. It should allow for 

anonymity. The hotline should be adequately publicized 

and communicated to all. 

 

The hotline can either be managed internally or 

outsourced to professionals. However, it is critical that 

the hotline include procedures for complaint tracking 

and monitoring through investigation and resolution. 

 

Assess Fraud Risks 

It is critical that the organization conduct an annual 

fraud risk assessment. The fraud risk assessment will 

help management systematically identify where and 

how frauds might occur and who might be in a position 

to commit fraud. This would be a good project for the 

organization’s internal audit team, which should have 

the requisite process, risk, and internal-control expertise 

to conduct the assessment. 

 

To conduct a thorough fraud risk assessment, 

management should focus on fraud schemes and 
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scenarios to determine the presence of internal controls 

and whether the controls can be circumvented. A 

thorough fraud risk assessment includes the following 

steps: 

 Identify areas and processes to assess. 

 Identify potential fraud schemes in each area or 

process. 

 Assess the likelihood and significance of each 

scheme. 

 Map existing anti-fraud controls to potential fraud 

schemes. 

 Test operating effectiveness of anti-fraud controls. 

 Identify any control gaps or deficiencies for residual 

risks. 

 Document and report on the fraud risk assessment. 

 

After conducting the fraud risk assessment, 

management must mitigate or monitor the remaining 

fraud risks. To do so, management could: 

 Make changes to activities or processes to transfer 

or eliminate the risks. 

 Improve anti-fraud controls. 

 

In order to monitor the remaining fraud risks, 

management should: 

 Develop data analytics for management to use to 

monitor fraud risks. 

 Use internal audit to conduct audits of risk areas. 

 

Fraud Review and Investigation 

Management should take all concerns and suspicions of 

wrongdoing seriously and review them properly and 

promptly. A determination should be made whether a 

fraud investigation is warranted. 
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The organization should develop a policy for fraud 

reviews and investigations that specifies: 

 Who is responsible for the review and investigation 

 Roles of legal counsel, human resources, internal 

audit, and others 

 Process for conducting the review and investigation 

 Documentation requirements 

 Reporting requirements 

 When to involve law enforcement 

 

During the investigation, sufficient information should 

be gathered and necessary procedures (including 

interviews) should be performed to determine: 

 Whether fraud has occurred 

 Loss or exposure associated with the fraud 

 Who was involved and how it happened 

 

It is important the investigator prepare, document, and 

preserve evidence sufficient for potential legal 

proceedings. That is why it is critical to have and expert 

such as a Certified Fraud Examiner (CFE) involved. 

 

Improved Controls 

The organization should use lessons learned from any 

reviews or investigations to improve anti-fraud 

controls. All reviews and investigations should include 

a report to management with recommendations for 

control improvement. 

 

 


