(How the Fraudsters Fool the Auditors

)




History of financial statement frauds

tyco




Changes occurring from Sarbanes Oxley

Higher standards for corporate governance and
accountability

Creating an independent regulatory framework for the
accounting profession

Enhancing the quality and transparency of financial
reports

Developing severe civil and criminal penalties for
corporate wrongdoers

. Establishing new protections for corporate whistleblowers



PCAOB established by SOX

Registering public accounting firms that audit publicly
traded companies

Establishing or adopting auditing, quality control,
ethics, independence, and other standards relating to
audits of publicly traded companies

Investigating registered public accounting firms and
their employees, conducting disciplinary hearings, and
imposing sanctions where justified

Enforcing compliance with the Sarbanes-Oxley Act, the
rules, the rules of the Board, professional standards, and
securities laws relating to public company audits




What Is the auditors responsibility?

SAS 99 - Consideration of Fraud in a Financial
Statement Audit

“The auditor has a responsibility to
plan and perform the audit to obtain
reasonable assurance about whether

the financial statements are free of
material misstatement, whether
caused by error or fraud.”




 But despite the improvements,
‘there remain fundamental flaws an
Qexternal audits still frequently fail to"
uncover substantial financial f’
statement frauds...




What % of frauds do What % of fraud do
auditors detect?! auditors prevent?

Other | 1.1
IT Controls #1.1
Confession 1.5 Y -
Surveillance/Monitoring 1.9 —

Notified by Police

93 |
@nalAudit -?3.3) o
94.1 3 |

Document Examination

Account Reconciliation 24.8
—t7

Internal Audit -_‘:’ 14.4
Management Review -‘—' 14.6
y,

By Accident

143.3

Tip

Percent of Cases

LACFE Report to the Nations on Occupational Fraud and Abuse, 2012



What is a quality audit?

Key aspects

audit staff collects sufficient, competent,
and reliable evidence

auditor raises issues with the audit team

Issues reported to management, board,
and/or audit committee

But, too often fraud slips through the cracks...



Causes of audit faillures and deceptions

overly complex structure

management bullying

restricted contact with staff

. change in operations (acquisition)

. artificial time pressure/deadline

reliance on junior staff

lack of sufficient fees



Causes of audit faillures and deceptions

incompetence / poor judgment

greed

mis-aligned incentives

. co-opting of the auditors

dependence on fees




=ven in the best of circumstance
and with the best intentions, audit

. can be challenging and stuff b
happens! _j'




As we all know, “stuff” rolls downhill.
The following diagram illustrates exactly how this
process takes place in an audit firm.



At the top of the hill is the Client.
Generally, the Client, in one way or another,

Client generates annoying stuff.

Stuff



The stuff first reaches the Partner.
But Partners are very adept at smelling it
coming, and say, “I'm a Partner; | don’t have to
take this stuff.” And so the stuff rolls on by.

Partner




Now the stuff reaches the Senior Manager.
It's picking up some speed by now, and the Senior
Manager gets splashed. “Phew, this stuff stinks,”
says the Senior Manager, “better pass it down.”

Senior
Manager




So the stuff washes over the Manager, and he
gets well dipped in it. But by this time, it has a
lot of momentum, and it keeps rolling downhill.

Manager



And so the stuff lands on the Audit Senior.
And the Senior gets covered in it, and spends
the entire engagement swimming in It.

Senior



The Junior auditors are shielded from the stuff
by the Crest of Ignorance, which keeps the stuff
from rolling down on them, and ensures that the

Senior remains submerged.

Crest of Ignorance

Senior

Junior auditor

X



Meanwhile, however, the Junior auditors
discover more stuff as they proceed with the
engagement. Not sure what to do with it, they

conceal it in the Cave of Unreported
Exceptions.

Junior

Cave of Unreported Exceptions auditor




After a while, the cave gets filled with stuff, and

It starts to ferment. Then the Senior begins to

smell hidden stuff, and wonders “Dammit, now
who's been hiding this stuff?”

© T Fermented stuff
@)

Analysts
X




So, next time you're an auditor on an
engagement, and you wonder why your life
seems like stuff, just refer to the diagram.

© T Fermented stuff
@)

Analysts
X




ailing to uncover fraud in audits
financial statements can have

devastating consequences... 'S




What is the median loss for frauds??

$120k

Asset Misappropriation

$250k

Corruption

$1m

Financial Statement Fraud
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A lesson from Bill Black...

simply means when you have a
seemingly legitimate entity and the person (or
entities) who control it uses It as a weapon to
defraud others.

Reference: http://www.zerohedge.com/news/bill-black-our-system-so-flawed-fraud-mathematically-quaranteed
ftp://ftp.cba.uri.edu/classes/horton/Class%20Handouts/08%200325%20%20New%20study%200f%20fin%20stmt%20fraud. pdf
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Study of financial statement
fraud disclosures

most expensive frauds are led by
controlling persons

Reference: http://www.zerohedge.com/news/bill-black-our-system-so-flawed-fraud-mathematically-quaranteed
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How iIs financial statement fraud

committed?
A

Fictitious revenues

N 7

Timing differences

Improper asset valuations

Concealed liabilities and expenses

Improper disclosures




Why commit financial statement fraud?
conceal embezzlement
conceal true business wealth

preserve personal status and control

maintain personal income/wealth

achieve incentives




i Undetected -,
{ Employee Embezzlement ‘




Employee Embezzlement

bank employee stole >$2m

Sarbanes-Oxley compliant
fraud undetected Iin 2 consecutive year-

OW?




Bank balance 12,000,000 —) Auditors che_cked_balance
to bank confirmation

Cheque 230,000
ch 6,000 :
eque Auditors agreed

Cheque 4,000 EE——) subsequent cheque
and EFT deposits to an

EFT 1,500,000 )

online bank statement
EFT 750,000 printed from online by
Cheque 510,000 employee
General ledger bank balance 15,000,000 ‘ Auditors agreed balance

to general ledger

Employee produced a forged bank statement

Employee stole $2,250,000



| essons Learned

The Iinternal control audit identified cash
controls as HIGH risk

The auditors failed to take the HIGH risk into
consideration

The audit standards require that a greater
level of substantive procedures are required

when you can’t place reliance on the control
environment

More thorough procedures may have
identified the fraud



¢
Judgement and manipulatiol




Setting the scene...

accounting
team



Aggressive accounting or
financial statement fraud?

Inventory provision




Judging management’s intention...

31 December 2008 - CGU A Forecast

ACTUALS

2007-08
$000's

Net Cash Flows

Allocation
-CGUA
-CGUB

Assumptions

- Discount Rate

- Growth Rate

- Terminal Growth Rate
Discounted Cash Flows

Discounted Cash Flows

Potential Impairment

Carrying Value of CGU A
- Working Capital

- Intangibles

- Tangibles

400,000

300,000
10,000

BUDGET
Year 1 Year 2 Year 3 Year 4 Year 5 .
- - - - - Terminal
2008-09 2009-10 2010-11 2011-12 2012-13 Value
$000's $000's $000's $000's $000's $000's
127,500 48,200 49,084 49,960 220,278 |  613,540]
76,500 28,920 29,450 29,976 132,167 368,124
51,000 19,280 19,633 19,984 88,111 245,416
0.5 15 25 35 45 4.5
| 94%] | 84%| | 75%] | 67%] | 60%] | B60%]
| 120,476/ | 40,665| | 36,973 | 33,601 | 132,279||  368,436]
72,286 24,399 22,184 20,161 79,367 221,062
48,190 16,266 14,789 13,441 52,011 147,374
Nohe
22, eadroom



Judging management’s intention...

31 December 2008 - Division A Forecast

ACTUALS

2007-08
$000's

Net Cash Flows

Allocation
- Division A 60%
- Division B 40%

ASSUH‘TQFFUHS _
- Discount Rate 11.50%
- Growth Rate 2500

- Terminal Value EBITDA Multipll ) ow
- Tarminal (Groaadh Bata L

Potential Impaitme

Carrying Value of CGU
- Working Capital

- Intangibles

- Tangibles

BUDGET
Year 1

2008-09
$000's

Terminal
Value
F000's

132,450

606,744]

79,470

364,047

52,980

242 698

0.5

4.5

55%] |

61%

$ 440,000

] 300,000
$ 11,000




| essons Learned

Although the auditors detailed their
concerns in a management letter, the
severity of the iIssues were not properly
communicated to the Board of Directors.

The Board sought reliance on

management to explain and justify any
Issues raised by the auditors.



Loan Fraud
and a

Questionable Audit )‘




Aussie Auto Loans background

Audit
$30,000

Fraud
$20,000,00



Related-party transactions and
complex organisational structures

Administrators of
the loan book

Ownership of the

loan book




Timeline of events

FRAUD INVESTIGATION PERIOD

Bank discovered Bank appointed receivers Identified and documented
red flag transaction and managers $20m fraud

External auditor refused
access: power failure

appeared closed down. Forensic
technologists recovered data

®© © o o
|

Missing computer equipment: oﬁices}



| essons Learned

The auditors failed to understand the
complex structure of entities and related
party transactions. This resulted In
iImproper disclosure.

Requesting documents prior to a visit Is a
measure used to save time and reduce
fees — It does not represent good
Investigative skills.



Improper Acquisition Accountin
| and Co-opting of Auditors




i

I

T
i

Yellowstar Industries

acquires

Bill “Papa” Thomas -
Jenkins Manufacturing Jenkins Manufacturing

Over aggressive inventory write-downs




Karen Jillwater — Hope Electronics
Hope Electronics

Not recording legitimate sales




Yellow Star Industries

Yellow Star IPO

Hope Electronics

Jenkins Manufacturing

0 0L

Other Acquisitio

m

% o

9 9 ‘ﬁ:
‘ F

Cavin




Introducing...

-

CEO CFO
Shelby McGuiness Maxwell Cruz aka “Crucut”




What was their strategy?




But, the real magic was in their creative
accounting during the stub-period, where they

set the stage to: “Spring load” results....




5 years later...

e Yellow Star
YLL:US 230.26 "




5 years later




Then, the “stuff’ hit the fan.

X 73 N\




Whistleblower allegation by the former
CFO:

Improper acquisition accounting
had been employed to boost
earnings and artificially inflate the

stock price




What % of frauds are detected by
whistleblowers/tips?

Other | 1.1

IT Controls |¥#1.1

Confession 1.5

Surveillance/Monitoring 1.9

Notified by Police 3

External Audit 3.3
Document Examination 4.1
Account Reconciliation ]-' 4.8
By Accident —17

Internal Audit -‘:' 14.4
Management Review ——-J14.6

<Tip y) 143.3

Percent of Cases

LACFE Report to the Nations on Occupational Fraud and Abuse, 2012



Sidebar on whistleblowers

= Essential to fraud prevention, detection, and
Investigation processes

= |nternal hotlines and external whistleblowers are
essential

= Whistleblower protections are important



The Investigation Commenced

= Financial statement analysis
= Document reviews

= Witness interviews - key to understanding intent
and circumstances behind the suspect entries
(intent to defraud?)

= Targeted former employees of the acquired
companies, including...



Investigation

Bill “Papa” Thomas —
Jenkins Manufacturing



Papa Thomas

= |nventory adjustments were nonsense!

= But, he deferred to the judgment of
Yellowstar and it's outside accountants

= Entries were reversed after consolidation
= “They weren't stupid, they were crooks!!”

= Signed declaration and assisted litigation



Investigation

Karen Jillwater —
Hope Electronics



Karen Jillwater

= Experienced accountant/former auditor

= Revenue deferrals and expense pre-
payments “were crazy”

= Cruz: "shut up and do as you're told!”
= Spreadsheets with evidence (stoplight)

= Signed statement and assisted litigation



What about the auditors?

<

.




They were along for the ride!!

Cruz was a former Partner at the auditing firm
Firm consolidated/audited the acquired companies

Cruz bullied and convinced employees and auditors
to come along for the ride

They did so, in large part, because of the stock
options and the generous fees

Audit teams led the consolidation and created red,
yvellow, and green coding system for entries



Financial statement fraud

Iili

Delayed revenue
recognition

Reserve/inventory
manipulation

Premature
recognition of
expenses



Recap after stuff hits the fan

‘ Stock price plummeted
‘ Investors lost billions
‘ Indictments

‘ Litigation, investigation, and recovery
‘ Investors recovered billions from the company and the auditors




L essons Learned

The internal and external auditors (gatekeepers) were co-

opted by crooked compan%/ executives. You don’t have to
ool them if you can co-opt them!

Perverse Incentives:

Management and employees were too driven by incentives,
which were heavily driven by stock options.

The internal auditors wanted the stock to keep going up so
the?/ would be rewarded through the increase in
Yellowstar’s stock price.

Yellowstar’s prodigious acguis_itions created a huge amount
of work for the external audit firm, creating a conflict.

With Cruz’s relationship, he was able to cherry pick his
g%cg_t team. He bullied and incentivized them to do his
idding.



Undetected

( Financial Statement Fraud 'S
- Overstated Capital Assets .




Detection — data analytics

ACCOUNMTCODE ACCOUMTMNARME | DATESTARMP TRAMNSACTIONDATE MARREATION | AMOLNT -
70230 PLANT & EQUIPMEMT 17/02/2010  30/06/2009 TAKE UPBOTTLE MOULDS 962,361.00.
TAKE UPgoTTLE MOULDS 962,361.00

20140 ECDET QF QOO0 17/02/2010 304062009

Allocated to COGS
NOT
a cash payment or creditors

($926,361)

Decrease COGS
$962,361

$926,361
Increase net profit

Increase PP&E
$962,361

Increase net assets

& | DATESTAMP | TRANSACTIONDATE TIMEST &RP | MARRATICN AOLINT
soTTLE MOULDS -2,926,800.00

15/02/2010  30/06/2009 a24:41p
15/02/2010  30/06f2009 ai24i41p BOTTLE MOULDS 2,926,800.00

ACCOLMNTMAME
COST OF GOODS S0L0 - YARIATION

FLANT & EQUIPMENT

SCCOUNTCODE
20010
F0230

MARRATICH ARAOUMT

TAKE UP MOULDS ACQUIRED = -1,630,857.00
ET.-'J-.KE LIP MOULDS ACQUIRED 1,620,857.00

TIMEST &R4F

2:33:45p
2:33:45p

DATESTAMP | TRAMSACTIONDATE

08/02/2008  30/06/2003
O8/08/2008  30/06/2008

CCOUMTCODE ACCOUMTRARME
20010 COST OF GOODS SOLD - WARIATION
F0230 EPL.-'-‘-.NT & EQUIPMEMNT




Documentation to verify
the bottle mould purchase

)

| INVOICE |
Messrs ; Date : 30/04/2009
Attn : PI no!
Address: Invoice no
Payment :
ETA: 112772008
ABN: Ship from: Hold in Taiwan
Term : US$30.00
Currency : USD By:
Item Size PCD CB Specification Quantity Price Amount
16 Inch DestinoMoulds
17 Inch Destine Moulds
18 Inch Destino Moulds
19 Inch Destino Moulds
20 Inch Destino Moulds
22 Inch Destino Mowlds
12 Designs / 38 Moulds in total
Total: $ 675,000.00
Say Total : USD SIX HUNDRED AND SEVENTY FIVE THOUSAND DOLLARS (USD$675,000)

ONLY.

XA 92%4)




Additional evidence provided

Subject: FW: Chinesa New Year coming up

Good Morning, [N

I trust that all of you have had wonderful holidays and break time with your fanﬁily and love ones.

The tota cost of these moulds is USS873,000 and will be voiced Aprl 3.

" T look forward to seeing you both later this year in Australia.

Thank you and Best Regards,



| essons Learned

The auditors failed to understand the
severity of the debt situation. No review of
the bank covenants were performed.

The fee was too low to be able to perform
all the necessary procedures — too much
rellance was placed on junior staff.



Recap

How the financial statement fraud was

concealed from the auditors?

RAattla CArn I ata intirnal antrine




What’s the solution?

Mandatory auditor rotation?

Government intervention? More
stringent oversight and punishment?

Insurers hire auditors?

ACFE’s involvement?



Jay Dawdy

Gryphon Strategies
914-730-9027
Email: [dawdy@aqryphon-strategies.com

WWW.Qryphon-strategies.com

Angela Clancy
PPB Advisory, Australia
+61 3 9269 4123
Email: aclancy@ppbadvisory.com
www.ppbadvisory.com.au
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