
How the Fraudsters Fool the Auditors 
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Changes occurring from Sarbanes Oxley 

Higher standards for corporate governance and 
accountability 

Creating an independent regulatory framework for the 
accounting profession 

Enhancing the quality and transparency of financial 
reports 

Developing severe civil and criminal penalties for 
corporate wrongdoers 

Establishing new protections for corporate whistleblowers 



PCAOB established by SOX 

Registering public accounting firms that audit publicly 
traded companies 

Establishing or adopting auditing, quality control, 
ethics, independence, and other standards relating to 
audits of publicly traded companies 

Investigating registered public accounting firms and 
their employees, conducting disciplinary hearings, and 
imposing sanctions where justified 

Enforcing compliance with the Sarbanes-Oxley Act, the 
rules, the rules of the Board, professional standards, and 
securities laws relating to public company audits 



What is the auditors responsibility? 

“The auditor has a responsibility to 

plan and perform the audit to obtain 

reasonable assurance about whether 

the financial statements are free of 

material misstatement, whether 

caused by error or fraud.”  

SAS 99 - Consideration of Fraud in a Financial 

Statement Audit 



But despite the improvements, 

there remain fundamental flaws and 

external audits still frequently fail to 

uncover substantial financial 

statement frauds… 



What % of frauds do  

auditors detect?1 

 

What % of fraud do  

auditors prevent? 

1ACFE Report to the Nations on Occupational Fraud and Abuse, 2012 
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What is a quality audit? 

 Key aspects 

– audit staff collects sufficient, competent, 

and reliable evidence 

– auditor raises issues with the audit team 

– issues reported to management, board, 

and/or audit committee 

But, too often fraud slips through the cracks… 



Causes of audit failures and deceptions 

overly complex structure 

management bullying 

restricted contact with staff 

change in operations (acquisition) 

artificial time pressure/deadline 

reliance on junior staff 

lack of sufficient fees 



Causes of audit failures and deceptions 

incompetence / poor judgment 

greed 

mis-aligned incentives 

co-opting of the auditors 

dependence on fees 



Even in the best of circumstances, 

and with the best intentions, audits 

can be challenging and stuff 

happens! 



As we all know, “stuff” rolls downhill. 
The following diagram illustrates exactly how this 

process takes place in an audit firm. 



At the top of the hill is the Client. 
Generally, the Client, in one way or another, 

generates annoying stuff. 
Client 

Stuff 



Partner 

The stuff first reaches the Partner. 

But Partners are very adept at smelling it 

coming, and say, “I’m a Partner; I don’t have to 

take this stuff.”  And so the stuff rolls on by. 



Senior 

Manager 

Now the stuff reaches the Senior Manager. 

It’s picking up some speed by now, and the Senior 

Manager gets splashed.  “Phew, this stuff stinks,” 

says the Senior Manager, “better pass it down.” 

 



Manager 

So the stuff washes over the Manager, and he 

gets well dipped in it.  But by this time, it has a 

lot of momentum, and it keeps rolling downhill. 

 



And so the stuff lands on the Audit Senior. 

And the Senior gets covered in it, and spends 

the entire engagement swimming in it. 

 

Senior 



Crest of Ignorance 

The Junior auditors are shielded from the stuff 

by the Crest of Ignorance, which keeps the stuff 

from rolling down on them, and ensures that the 

Senior remains submerged. 

 

Junior auditor 

Senior 



Cave of Unreported Exceptions 

Meanwhile, however, the Junior auditors 

discover more stuff as they proceed with the 

engagement. Not sure what to do with it, they 

conceal it in the Cave of Unreported 

Exceptions. 

 

Junior  

auditor 



Fermented stuff 

After a while, the cave gets filled with stuff, and 

it starts to ferment. Then the Senior begins to 

smell hidden stuff, and wonders “Dammit, now 

who’s been hiding this stuff?” 

Analysts 



Fermented stuff 

So, next time you’re an auditor on an 

engagement, and you wonder why your life 

seems like stuff, just refer to the diagram. 

Analysts 



Failing to uncover fraud in audits of 

financial statements can have 

devastating consequences… 



What is the median loss for frauds?2 

Financial Statement Fraud

Corruption

Asset Misappropriation
$120k 

$250k 

$1m 

2 ACFE Report to the Nations on Occupational Fraud and Abuse, 2012 



A lesson from Bill Black... 

Control Fraud simply means when you have a 
seemingly legitimate entity and the person (or 
entities) who control it uses it as a weapon to 
defraud others. 

 

Study of Financial Statement Fraud Disclosures 

 

Concluded that the overrides of internal controls 
leading to financial statement fraud is typically 
caused by a fraud network led by the CEO and 
aided by outsiders, including auditors (over half) 
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Study of financial statement 
fraud disclosures 
 

Reference: http://www.zerohedge.com/news/bill-black-our-system-so-flawed-fraud-mathematically-guaranteed 

ftp://ftp.cba.uri.edu/classes/horton/Class%20Handouts/08%200325%20%20New%20study%20of%20fin%20stmt%20fraud.pdf 

 

most expensive frauds are led by 
controlling persons 

schemes are rarely solitary endeavours 

in over half of the schemes, a company 
other than the restating entity was 
implicated as a participant 
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How is financial statement fraud 

committed? 

Fictitious revenues 

Timing differences 

Improper asset valuations 

Concealed liabilities and expenses 

 Improper disclosures 



Why commit financial statement fraud?  

 

conceal embezzlement                                      

conceal true business wealth                                     

preserve personal status and control 

maintain personal income/wealth 

achieve incentives 



Undetected  

Employee Embezzlement 



Employee Embezzlement 

 bank employee stole >$2m 

 Sarbanes-Oxley compliant  

 fraud undetected in 2 consecutive year-

end audits 



Bank balance 12,000,000 

Cheque 230,000 

Cheque 6,000 

Cheque 4,000 

EFT 1,500,000 

EFT 750,000 

Cheque 510,000 

General ledger bank balance 15,000,000 

Auditors checked balance 

to bank confirmation 

 

Auditors agreed 

subsequent cheque  

and EFT deposits to an 

online bank statement 

printed from online by 

employee 

 

Auditors agreed balance  

to general ledger 

 
Employee produced a forged bank statement  

Employee stole $2,250,000 



Lessons Learned 

 The internal control audit identified cash 
controls as HIGH risk 

 The auditors failed to take the HIGH risk into 
consideration  

 The audit standards require that a greater 
level of substantive procedures are required 
when you can’t place reliance on the control 
environment 

 More thorough procedures may have 
identified the fraud 



Judgement and manipulation 



Setting the scene… 

Auditors 

Audit  Committee 

Board of Directors 

CEO 

CFO 

GM GM GM GM GM 

accounting 

team 



Aggressive accounting or  

financial statement fraud? 

Inventory provision 

Impairment of intangibles 

Accounts receivable provision 



Judging management’s intention… 



Judging management’s intention… 



Lessons Learned 

 Although the auditors detailed their 

concerns in a management letter, the 

severity of the issues were not properly 

communicated to the Board of Directors. 

 

 The Board sought reliance on 

management to explain and justify any 

issues raised by the auditors. 

 



Loan Fraud 

and a  

Questionable Audit 



Aussie Auto Loans background 

 

 

Audit  

$30,000 

Fraud  

$20,000,00 



Related-party transactions and  

complex organisational structures 

 

 Administrators of 
the loan book 

Ownership of the 
loan book 



Timeline of events 

Bank discovered  

red flag transaction 

Missing computer equipment: offices 

appeared closed down. Forensic 

technologists recovered data 

External auditor refused 

access: power failure 

Bank appointed receivers 

and managers 

Identified and documented 

$20m fraud 

FRAUD INVESTIGATION PERIOD 



Lessons Learned 

 The auditors failed to understand the 

complex structure of entities and related 

party transactions. This resulted in 

improper disclosure. 

 Requesting documents prior to a visit is a 

measure used to save time and reduce 

fees — it does not represent good 

investigative skills. 

 



Improper Acquisition Accounting 

and Co-opting of Auditors 



Bill “Papa” Thomas -   

Jenkins Manufacturing 
 

 

Over aggressive inventory write-downs 



Karen Jillwater –  

Hope Electronics  

 

 Not recording legitimate sales 



Yellow Star Industries 

2005 

2006 
2008 

2009 

2010 

2007 

Yellow Star IPO 

Hope Electronics 

Jenkins Manufacturing 

Other Acquisitions 



Introducing… 

CEO  

Shelby McGuiness 

 

 

CFO  

Maxwell Cruz aka “Crucut” 

 



What was their strategy? 

Aggressive number of acquisitions 

Cut costs wherever possible 

Change the accounting for acquired 
companies 



But, the real magic was in their creative 

accounting during the stub-period, where  they 

set the stage to:  “Spring load” results…. 

Defer revenue 

Overbook reserves 

Pre-pay expenses 

Write down inventory 

 
 

 

REVERSE 
all entries  

on 

 consolidation 

of  

Yellow Star 

 

 

 



5 years later… 



5 years later… 



Then, the “stuff” hit the fan. 



Whistleblower allegation by the former 

CFO: 

Improper acquisition accounting 

had been employed to boost 

earnings and artificially inflate the 

stock price 



What % of frauds are detected by 

whistleblowers/tips? 

 

1ACFE Report to the Nations on Occupational Fraud and Abuse, 2012 
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Sidebar on whistleblowers 

 Essential to fraud prevention, detection, and 

investigation processes  

 

 Internal hotlines and external whistleblowers are 

essential  

 

 Whistleblower protections are important 



The Investigation Commenced 

 Financial statement analysis 

 

 Document reviews 

 

 Witness interviews - key to understanding intent 

and circumstances behind the suspect entries 

(intent to defraud?) 

 

 Targeted former employees of the acquired 

companies, including…  

 

 



Investigation 

Bill “Papa” Thomas – 

Jenkins Manufacturing  

 

 



Papa Thomas  

 Inventory adjustments were nonsense! 

 

 But, he deferred to the judgment of 
Yellowstar and it’s outside accountants  

 

 Entries were reversed after consolidation 

 

 “They weren’t stupid, they were crooks!!” 

 

 Signed declaration and assisted litigation 

 



Investigation 

Karen Jillwater –  

Hope Electronics 

 

 



Karen Jillwater 

 Experienced accountant/former auditor 

 

 Revenue deferrals and expense pre-
payments “were crazy” 

 

 Cruz: “shut up and do as you’re told!” 

 

 Spreadsheets with evidence (stoplight) 

 

 Signed statement and assisted litigation 

 



What about the auditors? 

 

 



They were along for the ride!! 

• Cruz was a former Partner at the auditing firm 
 

• Firm consolidated/audited the acquired companies 
 

• Cruz bullied and convinced employees and auditors 
to come along for the ride 
 

• They did so, in large part, because of the stock 
options and the generous fees  
 

• Audit teams led the consolidation and created red, 
yellow, and green coding system for entries 

 



Financial statement fraud 

Pre-acquisition Post-acquisition 
Impact for 
Yellowstar 

Delayed revenue 
recognition 

Recognize revenue Increase profits 

Reserve/inventory 
manipulation 

Write up inventory 
Increase profits 
 

Premature 
recognition of 
expenses 

Expenses are 
artificially low  

Increase profits 
 



Recap after stuff hits the fan 

Stock price plummeted 

Investors lost billions 

Indictments 

Litigation, investigation, and recovery 

Investors recovered billions from the company and the auditors 



Lessons Learned 
 The internal and external auditors (gatekeepers) were co-

opted by crooked company executives. You don’t have to 
fool them if you can co-opt them! 

 
Perverse Incentives: 
 
 Management and employees were too driven by incentives, 

which were heavily driven by stock options. 
 

 The internal auditors wanted the stock to keep going up so 
they would be rewarded through the increase in 
Yellowstar’s stock price. 

 
 Yellowstar’s prodigious acquisitions created a huge amount 

of work for the external audit firm, creating a conflict.   
 

 With Cruz’s relationship, he was able to cherry pick his 
audit team. He bullied and incentivized them to do his 
bidding. 



Undetected  

Financial Statement Fraud 

Overstated Capital Assets 



Detection – data analytics 

Allocated to COGS 

NOT 

a cash payment or creditors 

Increase PP&E   $926,361 

Increase net assets $962,361 

Decrease COGS  ($926,361) 

Increase net profit    $962,361 

BOTTLE 

BOTTLE 

BOTTLE 

BOTTLE 



Documentation to verify  

the bottle mould purchase 



Additional evidence provided 



Lessons Learned 

 

 The auditors failed to understand the 

severity of the debt situation. No review of 

the bank covenants were performed. 

 

 The fee was too low to be able to perform 

all the necessary procedures – too much 

reliance was placed on junior staff. 

 



Recap 
Case How the financial statement fraud was 

concealed from the auditors? 

Employee 

embezzlement 

Forged documents 

Reliance on junior staff 

Molly’s Makeup Used complex models 

Relied on management representation 

 

Aussie Auto Loans Auditor requested documents in advance of visit – 

forged documents 

Complex related party transactions and low fees 

resulted in missed disclosure requirements 

Yellow Star Auditors colluded with management – high audit 

fees and stock incentives 

Bottle Corp Late journal entries  

Management bullying 

Audit Partner relied on junior staff 



What’s the solution? 

 Mandatory auditor rotation? 

 

 Government intervention? More 
stringent oversight and punishment? 

 

 Insurers hire auditors? 

 

 ACFE’s involvement? 

 



 

Jay Dawdy 
Gryphon Strategies 

914-730-9027  

Email: jdawdy@gryphon-strategies.com 

www.gryphon-strategies.com 

 

Angela Clancy 
PPB Advisory, Australia 

+61 3 9269 4123  

Email: aclancy@ppbadvisory.com 

www.ppbadvisory.com.au 

 

 

 

mailto:jdawdy@gryphoninvestigations.com
mailto:jdawdy@gryphoninvestigations.com
mailto:jdawdy@gryphoninvestigations.com
http://www.gryphoninvestigations.com/
http://www.gryphoninvestigations.com/
http://www.gryphoninvestigations.com/
http://www.ppbadvisory.com.au/


“Association of Certified Fraud Examiners,” 

“Certified Fraud Examiner,” “CFE,” “ACFE,” and 

the ACFE Logo are trademarks owned by the 

Association of Certified Fraud Examiners, Inc. 

The contents of this paper may not be 

transmitted, re-published, modified, reproduced, 

distributed, copied, or sold without the prior 

consent of the author. 


